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ABSTRACT

Thanks to the European Union's General Data Protection Regulation (GDPR), the rules on the
protection of personal data have entered a new level of protection, which imposes strict
requirements on data controllers. One of the most basic, yet very exciting and sensitive areas
in the field of personal data processing is the processing of personal data related to
employment. However, little attention is paid to the data processes carried out by data
controllers prior to the establishment of the employment relationship, to which, of course, the
provisions of the GDPR also apply. The purpose of this study is to provide theoretical and
practical guidance to data controllers on how to comply with the requirements for pre-
employment data processing. In the study, | mainly examine pre-employment data processing
in a general way in the light of the GDPR, but in order to shed light on the individual issues in
dispute, | examine the provisions of Slovak, Czech and Hungarian labor law.

ABSTRAKT

Vdaka vseobecnému nariadeniu 0 ochrane osobnych udajov Eurépskej unie (GDPR) sa
pravidla ochrany osobnych udajov dostali na novu uroven ochrany, ktora kladie prisne
poziadavky na prevdadzkovatelov. Jednou z najzakladnejsich, ale zaroven velmi citlivych oblasti
spracovania osobnych tidajov su procesy spracovania uidajov suvisiace so zamestnanim. Mala
pozornost sa vSak venuje procesom spracovania udajov, ktoré vykondvaju prevadzkovatelia
pred vznikom pracovnopréavneho vztahu. Ucelom tejto Stidie je poskytniit teoretické a praktické
usmernenie prevadzkovatelom o tom, ako dodrziavat poZiadavky GDPR na spracovanie udajov
pred poskytnutim zamestnania. V Studii sa Zaoberam predovsetkym spracovanim udajov pred
vznikom pracovnopravneho vztahu) vo vSeobecnej rovine vo svetle GDPR. Aby som si posvietil
na jednotlivé sporné otdazky, analyzujem aj ustanovenia slovenského, ceského a madarského
pracovného prava.
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I. INTRODUCTION

Economic actors, regardless of the sector of the economy in which they operate, typically
employ natural persons and necessarily process personal data.? This employment-related data
processing must be preceded by the process of establishing an employment relationship, in
connection with which data processing is also necessary. There are several ways to carry out
this procedure, and whichever one the data controller chooses must comply with data protection
regulations. In this context, the natural persons applying for the given job are considered data
subjects, and the persons advertising the job are considered data controllers.

As part of the European Union's data protection reform after the lengthy legislative process,*
the General Data Protection Regulation (hereinafter "the Regulation" or "GDPR™)® has been
created and applies from 25 May 2018.% The rules of the Regulation are directly applicable’ in
all Member States (correctly in the EEA States).® Chapter IX of the GDPR contains areas for
specific cases of data processing in which it confers legislative powers on the national legislator.
Such a case is also the processing of data in the context of employment under Article 88,
according to which the “Member States may, by law or by collective agreements, provide for
more specific rules to ensure the protection of the rights and freedoms in respect of the
processing of employees' personal data in the employment context, in particular for the
purposes of the recruitment (...)”° Under the provision, not only the legislators of the Member
States have the possibility to legislate, but also the employers 'and employees' representatives
can jointly, in a collective agreement, lay down rules on the data processing concerning the
organization. The regulation also defines the areas of employment in which this legislative
authority exists, including the subject of the present study, the recruitment. Under the
Regulation, legislators can "lay down more specific rules”, which means that they can create
specific rules that complement the GDPR's rules, given the nature and specificities of the
regulated area, but cannot derogate from the basic provisions of the GDPR. However, this
results gn a diversity of national laws and thus in different national perceptions of workers'
rights.!

2 For more information on assessing the personal nature of the data, see for example FINCK, .M. — PALLAS, F.:

They Who Must Not Be Identified - Distinguishing Personal from Non-Personal Data Under the GDPR. In: Forthcoming,
International Data Privacy Law, 2020, Max Planck Institute for Innovation & Competition Research Paper No. 19-14.
http://dx.doi.org/10.2139/ssrn.3462948; In addition, for a distinction between the absolute and relative nature of personal
data, see PURTOVA, N.: The law of everything. Broad concept of personal data and future of EU data protection law. In:
Law, Innovation and Technology, 10:1, pp. 40-81. https://doi.org/10.2139/ssrn.3036355.

3 The study does not affect the data processing of employment agencies and other organizations engaged in labour
conscription. In this respect, serious questions would arise regarding the separation of data controllers and data
processors. On this topic, see Guideline of the EDPB no. 07/2020 on the concepts of controller and processor in the
GDPR. https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202007_controllerprocessor_en.pdf (2021-
02-08).

4 BENDIK, T.: A GDPR szabalyozasi kornyezete. In: Péterfalvi Attila — Révész Baldzs — Buzis Péter (szerk.):
Magyarazat a GDPR-rol. Budapest, Wolters Kluwer, 2018, pp. 25-36.; and HOOFNAGLE, Chris Jay — VAN DER
SLOOT, Bart — ZUIDERVEEN BORGESIUS, Frederik: The European Union general data protection regulation: what it
is and what it means. In: Information & Communications Technology Law, 28:1, pp. 71-72,
https://doi.org/10.2139/ssrn.3254511.

5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).

6 See Article 99 (2) of the GDPR.

7 TANKARD, C.: What the GDPR means for businesses. Network Security, Volume 2016/6., p. 5.
https://doi.org/10.1016/s1353-4858(16)30056-3.

8 Examining the scope of the GDPR would go beyond the scope of the study, so I will omit it here. It should be
emphasized, however, that the personal and material scope of the GDPR is also extremely wide, mainly due to its
extraterritorial scope.

9 See Atrticle 88(1) of the GDPR.

10 VOJTKO, J.: Automatizované rozhodovanie a profilovanie v pracovnopravnych vztahoch podla Vseobecného
nariadenia o ochrane tudajov. In: Casopis pro pravni védu a praxi, XXV, 2/2017. pp. 259-260;
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The study aims to map the requirements for data processing during the recruitment
procedure, thus providing a crutch for data controllers to design this data process under the law.
In the second chapter of the study, | examine the general requirements for data processing, such
as the enforcement of the purpose limitation principle and the requirement of the lawfulness of
data processing. In the third chapter, | examine specific data processes related to the topic. In
writing this study, | examine and compare the law of three countries, including Hungarian,
Slovak and Czech labor law regulations.

Il. LEGAL PURPOSE AND LEGAL BASIS OF THE DATA PROCESSING

If a controller needs to implement a processing of personal data, the primary and
fundamental obligation is to define the legitimate purpose of the processing, in accordance with
the personal data necessary to process must be precisely defined and the data processing should
be limited to these data. The latter requirement stems from the principle of data minimization,
which is a self-proclaimed principle but is practically inseparable from the purpose limitation
principle.!! Compliance with the purpose limitation principle is a precondition for data
processing, which accompanies the whole process and must be complied with at all stages.*?
Typically, two purposes can be identified in the data processing: (i) the broader purpose of the
data processing; (ii) the independent purpose for which each personal data are processed. These
two purposes are in part-whole relation, and the latter must obviously be in line with the purpose
of the data processing, as it is a sub-purpose.

The data controller is also expected to perform only data processing operations which are
related to the purpose of the data processing and are necessary to achieve it. In the first part of
this chapter, | examine certain issues related to the procedure for establishing an employment
relationship as a purpose of a data processing in a broader sense, during which | take into
account the provisions of Czech, Hungarian and Slovak labour law. In addition to defining the
legitimate purpose of the data processing, another important requirement is that the lawfulness
of the data processing must be ensured by one of the legal bases in Article 6(1) of the GDPR.
In the second part of this chapter, | examine the legal bases that can ensure the lawfulness of
the data processing in the context of the employment recruitment.

1. Legal purpose of the data processing

During the development of the data processing, the primary requirement is that the data
controller have to determine the legitimate purpose of them. The broader purpose of the
recruitment is to find the most suitable person to fill the vacant position at the data controller to
establish an employment relationship. Concerning the purpose of data processing in Hungarian
law, we can find a provision in § 10(1) of the Labor Code®® (hereinafter “Hungarian LC”),
according to which “The employer may require the employee to make a statement or disclose
personal data that is relevant to the establishment of the employment relationship (...).” On the
one hand, the Hungarian regulation defines the purpose of data processing, and on the other
hand, it restricts data processing to the handling of relevant data, thus declaring the principle of
data minimization. It can be observed that this provision uses the terms “employer” and
“employee” for the processing of data for the purpose of establishing an employment
relationship, which is clearly incorrect, as persons involved in the recruitment procedure do not

https://doi.org/10.5817/CPVP2017-2-5, as the same OGRISEG, Claudia: GDPR and Personal Data Protectionin the
Employment Context. In: Labour & Law Issues, vol. 3, no. 2, 2017, p. 4.

11 JORI, A.: Az adatvédelem alapelvei. In: Jori Andras (szerk.): A GDPR magyarazata. Budapest: HVG-Orac Lap- és
Konyvkiado, 2018, p. 194.

12 REVESZ, B.: Az adatkezelés alapelvei. In: Péterfalvi Attila — Révész Balazs — Buzis Péter (szerk.): Magyarazat a
GDPR-r6l. Budapest, Wolters Kluwer, 2018, p. 96.

13 Act10f2012 on Labor Code (a munka tdrvénykdnyvérdl szo16 2012. évi 1. tdrvény).
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participate in the negotiations as employer and employee, but as a job advertiser and an
applicant. The question arises as to whether the provision of the Hungarian LC has to be
interpreted narrowly, and it would apply only to the period following the end of the recruitment
procedure (when the employee has been selected) and for the period immediately before the
conclusion of the employment contract. or it should be interpreted broadly and applied to the
entire recruitment process. Of course, in practice, these two events blur very often, making it
difficult to find the boundary between them. What’s more, potential employers are already
seeking to obtain all personal information during the selection process, which is a manifestly
flawed process for reasons explained later.

In the Slovak Labor Code!* (hereinafter “Slovak LC”), the legislator distinguishes between
the legal relationships before and after the conclusion of the employment contract. According
to § 41(5) of the Slovak LC, “an employer may only request information from a natural person
who is applying for a job for the first time related to the work to be performed by him or her.
The employer may request an employer's assessment of his previous employment from a natural
person who has already been employed.”*® The conceptual discrepancy also exists in this
regulation, as we cannot yet speak of an employer, however, this provision uses the term
“natural person applying for a job” rather than the employee. It can be observed that the Slovak
legislator does not distinguish between the procedure immediately preceding the establishment
of the employment relationship and the procedure related to the application. The provision also
keeps in mind the principle of purpose limitation, from which we can also deduce the principle
of data minimization. The question can also be asked in the context of the Slovak legislation,
should the provision apply to the entire recruitment procedure?

In my view, the cited provision of both the Hungarian and Slovak regulations must be
interpreted broadly, so the data controller must apply it from the moment he defines the
framework of the employment relationship, i.e. the all data processing carried out for this
purpose, including recruitment.

In my opinion, the most sophisticated solution can be found in the Czech Labor Code®
(hereinafter “Czech LC”), which regulates the recruitment as a pre-employment procedure and
the procedure immediately preceding the establishment of the employment relationship
separately, thus recognizing the special and separable nature and thus the data processing in
connection with these of these procedures. The § 30(1) of the Czech LC contains requirements
concerning the recruitment as follows: “in selecting a natural person to apply for a job, the
employer is entitled to determine the qualifications, requirements for filling the job or other
special abilities, unless otherwise required by other legislation. This provision is without
prejudice to the requirements of any other legislation applicable to a natural person as an
employee.” 1t is noticeable that the regulation only partially has respect to the differences
between the two procedures. On the one hand, it correctly uses the term 'natural person applying
for a job', but on the other hand, this legislation also uses the term ‘employer' instead of a
potential employer who advertises a job. In terms of content, the provision is similar to the
Slovak regulation, as it determines the quality of personal data that can be processed by the job
advertiser, and from this we can deduce the purpose of data processing. The provision explicitly
states that the potential employer may, unless otherwise required by law, determine in his own
discretion the requirements for filling the job. The data controller may request the person
applying for the job to provide personal data in the light of these requirements. From this rule
we can deduce the principle of data minimization and the principle of purpose to, and we can
state that the provision also formulates the requirement that the job advertiser have to plan the

14 Act 311/2001 on Labor Code (Zékon ¢. 311/2001 Z. z. Zakonnik préce).

15 With regard to the assessment of the employee, it should be noted that § 75(2) of the Slovak LC obliges the employer to
provide a work assessment to the employee before the termination of the employment relationship.

16 Act 262/2006 on Labor Code (Z4kon &. 262/2006 Sb. zakonik prace).

https://doi.org/10.33542/S1C2021-1-01 7


https://doi.org/10.33542/SIC2021-1-01

STUDIA IURIDICA Cassoviensia ISSN 1339-3995, ro¢nik 9. 2021, &islo 1

whole process concerning to recruitment. The § 30 (2) of the Czech Labor Code stipulates as a
requirement for the process before the signing of the employment contract that “During
negotiations before the establishment of the employment relationship, the employer may only
request information from the natural person or other person directly related to the employment
contract.” In that provision, the Czech legislature therefore lays down the rules on personal
data which may be processed directly in the context of an employment contract procedure. This
provision underlines the fact that several personal data do not need to be disclosed in a
recruitment procedure (e.g. in particular, the applicant's identity, place of birth, individual ID
numbers and other identification numbers), however these could be necessary to contract with
selected person.

From the point of view of labor law, the broader purpose of data processing can be
formulated in the conduct of the procedure for establishing an employment relationship, while
the purposes of the processing of individual personal data are necessary sub-objectives to
achieve the purpose of this process.

2. Legal basis of the data processing

In general, the lawfulness of data processing requires the existence of a legal basis in Article
6 (1) (a) to (f) of the GDPR. When examining the legal basis of the procedure for establishing
an employment relationship, the applicability of several legal bases may arise, and in my
practical experience, data controllers often determine the lawfulness of their data processing on
different legal bases. In this subsection, | would like to examine these legal bases and take a
position on which one | consider to be actually applicable. First of all, an important fact needs
to be identified. The need for a legal basis for the lawfulness of data processing is not a
requirement for the data processing as a process, but the certain personal data processed in the
framework of the process. Because of this, the data controller may process personal data on a
different legal basis for the same purpose in the context of a same data processing.

The first legal bases to be examined — which is often referred to in practice” — is the consent
of data subject referred to in Article 6 (1) (a) of the GDPR. Consent of the data subject according
to Article 4 (11) of the GDPR “means any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or
her.”” The reference to this legal basis is based on — at least often referred to by data controllers
— the fact that the application for the advertised position is voluntary, it depends on the
applicant's free will. Thus, by submitting the application, but typically also by filling in a
statement, the applicant gives his or her consent to the data processing. Well, in my view, that
is incorrect, since there are several conjunctive conditions for the validity of the consent which
must exist for the consent to be valid. In my view, the assertion is incorrect because a much
deeper examination is required to establish the voluntary nature than the fact that the applicant
submitted his application on his own will.*8 Consent may be voluntary if the data subject has a
real discretion to grant and withdraw consent, if this is not the case, the consent cannot be
voluntary.'® The European Data Protection Board issued Guidelines 5/2020 on consent under
Regulation 2016/679,%° in which is stated that the voluntary nature could not be defined in a

17 KLADIVOVA, T.. GDPR v podnicich a souvisejici poradenstvi. Diplomova prace. Brno 2019, p. 29.;
https://is.muni.cz/th/qmg63/Diplomova_prace_Tereza_Kladivova.pdf (2020-12-28).

18 In a decision on a fundamentally different subject, but on the issue of consent, the Hungarian DPA stated that the
existence of a voluntary application is not sufficient for the existence of volunteering, but is necessary for the data subject
to be free to decide what personal data he or she contributes. See the decision no. NAIH/2020/54/4.

19 OSZTOPANI, K.: Jogalapok. In: Péterfalvi Attila — Révész Baldzs — Buzas Péter (szerk.): Magyarizat a GDPR-rol.
Budapest, Wolters Kluwer, 2018, p. 114.

20 European Data Protection Board: Guidelines 05/2020 on consent under Regulation 2016/679. See:
https://edpb.europa.eu/sites/edpb/files/files/filel/edpb_guidelines_202005_consent_en.pdf.
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relationship of dependence, such as that between the employer and the employee or the
prospective employee, since the person concerned was not in a position to dispose of his data
freely. There is also a dependency relationship in the procedure for establishing an employment
relationship, as all the circumstances of the data process are determined by the data controller
advertising the job. In this respect, the most significant limitation on the right to self-
determination, and thus on the scope and content of consent, is that the data subject cannot
decide which personal data he or she contributes to. Given that one of the conditions for the
validity of the consent is missing, it cannot justify the lawfulness of the data processing.?

According to Article 6(1)(b) of the GDPR, data processing is lawful if it “is necessary for
the performance of a contract to which the data subject is party or in order to take steps at the
request of the data subject prior to entering into a contract.” This provision shall apply in the
case of a contractual relationship between the parties, which shall mean not only the relationship
between the related parties within the meaning of civil law, but also the employment contract
which creates a subordinate order. It can be observed that the cited provision actually separates
two data processing processes, (i) data processing in connection with the performance of an
existing contract, and (ii) data processing performed before the conclusion of the contract. The
question arises as to whether the legal basis under point (ii) applies to the processing of data in
the context of the recruitment procedure or only to the last phase of the process, i.e. the phase
immediately preceding the conclusion of the contract. To answer this question, we have to
proceed from the purpose of data processing. In my view, the purpose of the procedure is, in a
broad sense, to conclude an employment contract which is which is just a small — the last but
not least — slice of data processing. In a narrow sense the purpose of the procedure is to select
a suitable person to fill a post. These are not the same but previous does not exist without the
latter. Given that Article 6(1)(b) of the GDPR can only be interpreted narrowly, it would in
principle apply to the procedure immediately preceding the conclusion of the employment
contract. This assertion is also problematic, as it is difficult to interpret the condition for the
application of this legal basis that the steps have to be ‘taken by the request of the data subject’
before the conclusion of the contract. The procedure for concluding an employment contract is
not initiated by the data subject, but by the controller after his or her selection procedure. What’s
more, the data controller has the option to make a decision not to enter into an employment
contract with any of the applicants. However, the question is whether applying for a job can be
interpreted as being initiated by the person concerned. This can only be accepted if Article
6(1)(b) is interpreted broadly, as the application is made through a selection procedure. In my
view, a broad interpretation of Article 6(1)(b) of the GDPR would be correct, since the ultimate
aim of a job competition is to conclude an employment contract.

Sometimes, in the case of certain activities, a special requirement is prescribed by law, due
to which the data controller must process the personal data specified in the law. In this case, the
data controller does not have the freedom to decide on the data processing or its circumstances,
because it has to fulfil the legal obligation.?? In these cases, the legal basis for processing these
data will be Article 6 (1) (c) GDPR.

In many cases, the processing of a personal data is not necessary for the conclusion of an
employment contract and its processing is not required by law, but its processing is justified by
the interests of the data controller. In this case, the legal basis for data processing will be the

21 Nevertheless, we can find a legal provision that the legislator prescribes the need for consent when establishing an
employment relationship, e.g. in Act XXXIII of 1992 on the legal status of civil servants in relation to Hungarian law.
Pursuant to § 20/A. (5) of the Act, the applicant's consent must be attached to the application. Obviously, this has
survived from the period before the GDPR’s application, which requires legislative intervention.

2 JORI, A.: Az adatkezelés jogalapjai. In: Jori Andris (szerk.): A GDPR magyarizata. Budapest: HVG-Orac Lap- és
Koényvkiado, 2018, pp. 151-152.
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legitimate interest set out in Article 6(1)(f) of the GDPR.?® This presupposes that the controller
carries out a test of proportionality, in which he considers whether his interest takes precedence
over the data subject's freedoms and rights, and whether the data processing is necessary and
proportionate to achieve the aim pursued. In my view, the processing of data during the
selection procedure should be classified as a legitimate interest in the event of a narrow
interpretation of Article 6(1)(b) of the GDPR. In this case, the lawfulness of the processing
carried out during the selection procedure is based on the legitimate interest of the controller in
filling the post advertised.

The lawfulness of data processing should also include the processing of data belonging to a
special category of personal data. As part of the job-filling procedure, job advertisers typically
process health data,?* which typically covers the candidate's basic physical health, but data on
the mental condition of the person concerned are also often processed. Concerning to the
processing of sensitive data, the GDPR imposes strict requirements and, as a general rule,
prohibits the processing of special categories of personal data.?® However, it is possible to
process specific data in case of coexistence of one of the ten additional conditions set out in
Article 9(2) of the GDPR and one of the legal basis for the processing. In the recruitment
procedure, Article 9(2)(b) is often applied, according to which the processing of special data is
“necessary for the purposes of carrying out the obligations and exercising specific rights of the
controller or of the data subject in the field of employment and social security and social
protection.” In this case, there must be a mandatory requirement for the data controller that
justifies the data processing, so the controller has no discretion as to the processing of the data.

In this context, we have to mention the data processing carried out in connection with the
examination of the future employee's suitability, including mental and physical (i.e. health) for
work, which, in addition to the legal requirement, is undoubtedly also in the interest of the
prospective employer.?® Its legitimacy can be ensured by Article 9(2)(h) of the GDPR.
According to this data “processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee, (...) on the basis of Union
or Member State law or pursuant to contract with a health professional and subject to the
conditions and safeguards referred to in paragraph 3~ The application of this provision is
subject to the additional condition in Article 9(3) that the data “may be processed for the
purposes referred to in point (h) of paragraph 2 when those data are processed by or under the
responsibility of a professional subject to the obligation of professional secrecy under Union
or Member State law or rules established by national competent bodies or by another person
also subject to an obligation of secrecy under Union or Member State law or rules established
by national competent bodies.” Such a professional is a person authorized to provide a
healthcare service who is subject to medical confidentiality. It is important to emphasize that
this data processing is not performed by the employer but by the health professional entrusted
by him. In this respect, the employer can only manage the information on whether or not the
prospective employee is suitable for the given job, to work. The provisions of § 10(3) of the

2 The wording of the legitimate interest best reflects the objective set out in recital 4 of the GDPR, according to which
“The right to the protection of personal data is not an absolute right; it must be considered in relation to its function in
society and be balanced against other fundamental rights, in accordance with the principle of proportionality.” The
recital 4 lists more of these fundamental rights by way of example, including freedom to conduct a business. Content of
this freedom is also that ‘the protection of employees' individual rights must not take absolute precedence over the
interests of the employer. See: OGRISEG, Claudia: GDPR and Personal Data Protection in the Employment Context. In:
Labour & Law Issues, vol. 3, no. 2, 2017, p. 4.

2 See Atrticle 4(15) of the GDPR.

% See Atrticle 9(1) of the GDPR.

%6 JAKAB, N.-VASZILY, G. - BERENYI, L.: A foglalkoztatassal sszefiiggé adatkezelés gyakorlati kérdései —  német
kitekintéssel. In: Publicationes Universitatis Miskolcinensis Sectio Juridica et Politica, Tomus XXXVII, No. 2020/2., p.
322.
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Hungarian LC,%’ the § 32 of the Czech LC?® and § 41(2) of the Slovak LC?® are in line with
this. With regard to all three provisions, it should be noted that, in accordance with Articles
88(1) and 9(2)(b) of the GDPR,* the employment relationship rule, and thus the norm imposing
this obligation, may also be a collective agreement. There is a significant problem with Article
9(3) of the GDPR and the cited provision in the Labor Codes. Article 9(3) of the GDPR provides
that health data may be processed only by a health professional contracted by the employer and
not by the employer. In contrast, the cited provisions of the Labor Codes require the employer
to examine the state of fitness for work. To do this, the prospective employee must present a
certificate from a health professional as to whether or not he or she is medically or otherwise
fit for the job. Given that health data are all data relating to the health or mental condition of
the data subject, such as fitness for the job, so these data clearly relates to the health or mental
condition of the data subject.! The GDPR does not prohibit the employer from processing
specific health data, but generally the health data of the employee, in this case the applicant.

I11. CERTAIN DATA PROCESSING OPERATIONS

There are many methods of recruitment procedure that job advertisers use separately but
typically together. The relationship between the job-seeker and the data controller is preceded
by the information on the existence of the job, the most typical form of which is the publication
of the job advertisement. This is the phase of the process in which data processing doesn’t take
place yet, but is part of the process. The data processing wouldn’t be possible without it,
therefore the rules on data processing should apply. The data subject contact the data controller
based on the job advertisement, typically by sending a document containing his or her personal
data (this primarily, but not exclusively, the data subject's CV, cover letter and documents
attached to application) to the data controller.®? The controller will then carry out a pre-
screening these documents, based on which he will select the person or persons who best meet
the criteria for filling the position. Data controllers use this phase of the data process as a pre-
screening and have a personal meeting with the selected persons. During the job interview,
several methods are used that involve the processing of personal data, e.g. they ask questions
to which the data subject is assessed, but it is often the case that the data subject is asked to
complete a theoretical, professional written test, which also qualifies as personal data. In this
subsection, | examine the rules of these data processing.

1. Data processing related to job advertising

| have emphasized above that the data controller must plan precisely the entire process of
the job application. Concerning the job advertisement, it is necessary to specify what personal
data is required to fill the position. In that regard, it is not sufficient to specify that the applicant
is required to submit a curriculum vitae, but must specify precisely what personal data must be

27 According to this, ,,an aptitude test may be applied to the employee which is prescribed by the employment regulations

or Which is necessary to exercise the fulfil the obligation specified in the employment regulations.”

According to this, “in the case of a special legal provision, the employer must make sure that the natural person has

undergone the compulsory medical examination before the employment relationship took place.” | note that the principle

that the employer does not process the health data of his prospective employee, but merely ascertains whether he has
taken part in the compulsory medical examination and whether or not he may conclude an employment contract in the
light of its outcome, is more pronounced in this provision.

According to this, “Where the law provides for medical, mental or other aptitude for work, the employer may conclude

the employment contract only with a natural person who is medically, mentally fit or otherwise satisfies the conditions of

fitness.”

30 This is confirmed by recital 155 of the GDPR.

3 ZULOVA, J. — SVEC, M. - MADLENAK, A.: Personality aspects of the employee and their exploration from the GDPR
perspective. In: Central European Journal of Labour Law and Personnel Management, No. 2018/1., pp. 71-72.,
https://doi.org/10.33382/cejllpm.2018.01.05.

32 7ULOVA, J. - SVEC, M.: GDPR a ochrana zaujmov zamestnanca. Bratislava: Friedrich Ebert Stiftung, 2018. 78.
p.,ISBN 978-80-89149-57-5.
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provided in the curriculum vitae. To comply with the purpose limitation principle, the data
controller may only process personal data that is necessary for the selection of a suitable person
to fill the position. The scope of personal data has to be interpreted narrowly, and in fact, they
can be limited to only the necessary personal data, e.g. in my view, there is no need for the
applicant's portrait,® marital status, nationality®* etc. The § 41(6) of the Slovak Labor Code
explicitly contains the data that the advertiser may not request from the natural person applying
for the job, such as data on pregnancy, marital status, or criminal record unless otherwise it is
required by law, or the nature of the job requires impunity,® and no information may be
requested from a natural person about his or her political and religious views or labor union
membership. A similar regulation is contained in § 316(4) of the Czech Labor Code, according
to which “the employer may not request the employee to provide data that is not directly related
to the work,” so he may not request information about pregnancy, sexual orientation, origin,
religion or belief, or any other organizational membership. Notwithstanding, the provision is
established in the employer-employee relationship, it must be interpreted broadly, and the data
controller may not process the listed personal data in the procedure before the establishment of
the employment relationship.®® A similar restrictive provision can be found in the § 12(2) of the
Czech Employment Act,®" according to which “during the selection of the employee, the
employer may not apply for information about nationality, racial or ethnic origin, political and
religious opinion, sexual orientation, membership in a professional organization.”

In my view, the most appropriate procedure would be for the job advertiser to indicate in his
job advertisement not only the personal data he is requesting but also specifically the data which
he is not. This partly avoids the problem that the applicant also provides additional information,
and this data will also be processed by the job advertiser. Obviously, the problem can only be
partially avoided, because if the applicant still provides the data, the job advertiser will
inadvertently become his data controller. In the event that the applicant nevertheless provides
such data, the controller shall take all necessary measures to terminate the processing of such
data, e.g. through anonymisation.3® A good solution could be, for example, if the data controller
operates his own website, through which he receives job applications, e.g. by filling in a form
in which the candidate can provide only the data specified in advance by the job advertiser.3®

An important element of the job advertisement is that the applicant has to be informed about
the data processing related to the job application. The data controller must comply with this
obligation in accordance with Articles 12 and 13 of the GDPR. This therefore also means that
the controller must accurately inform the data subject about the data controller's data and contact

3 | note that most job advertisements require a photo to be submitted, in my opinion incorrectly. This is because the
portrait of the applicant as personal data, cannot really influence the filling of the position, at least it is difficult to
imagine a situation where the applicant's portrait is relevant. This may be the case for jobs that specifically require the use
of an image.

34 Of course, this does not apply to jobs where the existence of a nationality is required by law.

3 1In this context, the § 11(3) of the Hungarian Labor Code explicitly stipulates that the employee's criminal record as a

personal data may only be processed in the case specified by law or if the employer determines such a restrictive or

exclusionary condition based on the nature of the job. However, the employer has the option of the latter only if the
employment of the person concerned in the given position is a) a significant property interest of the employer, b) a secret
protected by law or ¢) in context of the § 11(2) (b) - (d) would be liable to prejudice the interests protected by law.

I note that | consider the processing of personal data relating to a criminal record to be irrelevant, as the reliability of the

employee is not determined by the current state of an arrow record.

POTYKOVA, A.: Ochrana osobnich udaji v pracovndpravnich vztazich. Diplomova prace. Brno, 2019, p. 45.;

https://is.muni.cz/th/jg4u2/Diplomova_prace_Potykova.pdf (2020-12-28); and MORAVEK, Jakub: Ochrana osobnich

udaju pfi vzniku pracovniho poméru. Rigordzni prace. Praha: Univerzita Karlova v Praze, Pravnicka fakulta, 2011, p.

124.; https://dspace.cuni.cz/handle/20.500.11956/33217 (2020-12-28).

37 Act 435/2004 on the employment (Zakon &. 435/2004 Sb. o zaméstnanosti).

38 ZULOVA, J. — SVEC, M.: GDPR a ochrana zaujmov zamestnanca. Bratislava: Friedrich Ebert Stiftung, 2018. 78-79. p.,
ISBN 978-80-89149-57-5.

39 ZULOVA, J. — SVEC, M.: GDPR a ochrana zaujmov zamestnanca. Bratislava: Friedrich Ebert Stiftung, 2018. 78. p., [
SBN 978-80-89149-57-5.
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details,*® as well as certain information about the data processing.** A job advertisement
containing an e-mail address for the purpose of sending applicants CVs cannot be considered
lawful. The obligation to provide information for data subject can be fulfilled in several ways,
e.g. directly by placing it in the vacancy notice or informing it of its availability. In the latter
case, an additional requirement is that the information must be available at all times throughout
the data processing.*? It should be emphasized that, in view of the general requirements in
Article 12(1) of the GDPR, the information should relate to the specific processing. It is
therefore inappropriate for the data controller to inform the data subject in general about his or
her data processing or, in a strict sense, about the data processing related to his or her job
applications. An exception to the latter is, of course, if all job applications are advertised and
evaluated solely on the basis of one type of job and under the same conditions.

2. Questions related to the assessment of the applications

With regard to the assessment of the submitted applications, the most important requirement
from a data protection point of view is that the data controller determines in advance the
personal circle who is entitled to get acquainted with the personal data submitted during the job
application. This includes the requirement that only those persons who are entitled to decide in
this regard should be aware of the job applications submitted. This requirement can be deducted
from the data security requirement in Article 32(2) of the GDPR as an appropriate
organizational measure for data processing.

This data processing includes informing the data subjects about the outcome of the
procedure, among which it is important to emphasize that it must always be done in a
personalized way, not in groups.

Another important issue is determining the fate of personal data after the job application. In
this context, a distinction should be made between successful and not successful job
applications. In the case of the former, the continuation of data processing is justified, as the
person with whom the data controller enters into an employment contract will come out of these
applicants. In contrast, job applications that have a negative result must be deleted, because the
purpose of the data processing ceases at the moment when the result of the job application is
established. However, it may be interesting to examine whether there is a legitimate interest in
the controller which may justify the continued storage of the submitted documents (see chapter
[11.4.). In certain cases may be his interest in properly developing his defence strategy if a claim
is made against him on the ground that he did not meet the requirement of equal treatment in
the assessment of the job application, so that his conduct was discriminatory.*® This, of course,
requires the performance of an appropriate test of proportionality to verify the lawfulness of the
data processing. In this case, a further issue is to determine the duration of the data processing,
which must be in line with the limitation period for claims which justify a legitimate interest.**

40 In view of this, a job advertisement that does not specifically indicate the identity and contact details of the data
controller is not legal.

4 See Atrticle 13(1)(a) of the GDPR.

42 In the former case, the requirement of a continuous availability doesn't apply, because the data controller must provide
the information on the data processing at the latest at the beginning of the data processing, which is published in the job
advertisement. If the data processing has begun, the data subject may request information on the processing of his or her
data and the circumstances under Article 15 of the GDPR. In addition, of course, it strengthens the transparency and
reliability of the data controller by making its information on the data processing continuously available throughout the
data processing period, even without the obligation to exist.

43 In this context, it is noteworthy that § 41(8) of the Slovak Labor Code explicitly includes the requirement that the

employer may not violate the requirement of equal treatment under § 13(1) and (2) with regard to the pre-employment

procedure.

MORAVEK, J.: Ochrana osobnich tdajii pfi vzniku pracovniho poméru. Rigordzni prace. Praha: Univerzita Karlova v

Praze, Pravnicka fakulta, 2011, p. 122.; https://dspace.cuni.cz/handle/20.500.11956/33217 (2020-12-28).
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It is very common for a job advertiser to view, precisely to check the personal profile of job
applicants on a social page, typically Facebook and Instagram, to find out about the candidate's
behaviour, uploaded pictures, etc. and draw conclusions based on their activities on social
media. Through their activities on social media, individuals gain access to their privacy by
disclosing information about them.*® Given that the original purpose of a job advertiser's data
processing is to select the right person for the job, which must be independent of that person's
privacy, the data controller must decide whether viewing the social media site is necessary and
proportionate to the purpose of the data processing. If justified by the legitimate interest of the
data controller, it is lawful to view the profile of the applicant on the social network as a data
processing operation. However, this requires an interest which justifies the processing and is
both necessary and proportionate to achieve the purpose of the processing, while the data
subject's rights and freedoms, in particular the data subject's right to privacy and the right to
protection of personal data, must not take precedence. In my view, such data processing can
only be justified in exceptional cases. In practice, the reason most frequently mentioned is that
the data subject voluntarily disclosed his or her data, as the purpose of disclosing the data is not
to provide information to a particular controller to decide to fill a post.“® If the data controller
still considers the data processing is justified, he must also inform the data subject at the latest
before the data processing starts. On the other hand, concerning the applicant's activity in closed
groups of social media, the processing is no longer justified, as it has been disclosed by the data
subject to the closed community, and in particular not to the data controller. Besides, mention
should be made of personal profiles created specifically for job searching, as well as viewing
them (e.g. a portal called LinkedIn) is absolutely justified. | emphasize that informing job
seekers about such data processing cannot be left out in this case either.

Commonly, prospective employers want to check the authenticity of the qualifications of
their applicants. For this purpose, it is frequent that the institutions providing secondary or
higher education receive a request for data verification to certify the authenticity of the data
concerning the qualifications of the person applying to them. In my experience, data controllers
do all this without prior informing applicants in advance. From a data protection point of view,
such a practice is a matter of concern, as educational institutions are not allowed to provide data
directly on their pupils or students, given that there is no adequate legal basis for data transfer.
Because of this, it would be a good practice for the candidate to be informed in advance in the
job application that the candidate would like to check the qualifications in the context of the job
evaluation. The legitimacy of this would be ensured if the data controller adl. requests the
expressed consent of the applicant, which shall be sent to the educational institution with the
request; ad2. may ask the applicant to inquire about verification of his data directly the
educational institution. In my opinion, the second of the two methods outlined is the correct
one, because, in the case of the first solution, there are concerns about the validity of the consent
- its voluntary nature. Attention must be drawn to the fact that whichever method the data
controller uses, he must in all cases inform the data subject about the data processing and its
circumstances.

45 With regard to the demarcation between the employee's privacy and the employer's sphere of interest, see in Hungarian
language: ARANY-TOTH Mariann: A maganélet védelméhez valo jog jraszabalyozasanak hatasa a munkaviszonyban a
maganélet védelmérdl szol6 térvény alapjan (1. rész). In: Munkajog, 2019/2., pp. 39-45., and in Czech language:
KARLEC, J.: Ochrana soukromi zaméstnancii. Rigor6zni prace. Praha: Univerzita Karlova v Praze, Pravnicka fakulta,
2016.; https://is.cuni.cz/webapps/zzp/detail/165076/ (2020-12-28).

4% ZULOVA, J. — SVEC, M.: GDPR a ochrana zaujmov zamestnanca. Bratislava: Friedrich Ebert Stiftung, 2018. 75. p.,
ISBN 978-80-89149-57-5.
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3. Certain issues of data processing in job interviews

The data controller advertising the job typically decides during a face-to-face*’ job interview,
which applicant choose for the job. There are generally two types of data processing in an
interview; (i) the person acting on behalf of the data controller asks questions orally to the data
subject; (ii) the jog advertisers assess the professional knowledge of the candidates by
completing various competency assessment tasks. In both cases, they must be pre-defined
questions, the sole purpose of which can be to examine the candidate’s suitability for the job.
In the first case, the question arises as to whether we are talking about data processing of the
verbal answers (actually the informational content of the answers) as personal data, specifically
if the answers are not recorded. Can data recording in the mind of the data controller's
representative be considered as manual data processing and even as a filing system? There is
no doubt that the answers to the questions will be used by the data controller's representative
when judging the job application, but it is questionable whether this use constitutes data
processing under the GDPR. In my view, the content of data processing operations must be
interpreted broadly, and the recording of data in this way must also be regarded as a data
processing operation falling within the scope of the GDPR. If the answers to the questions are
recorded in any way, there is no question as to the need to apply the data protection rules.
Concerning the method of recording, | note that, in my view, there is no reason to record a video
and audio of the interview or only a sound recording.

Completing the written test is also considered as a data processing, so the data protection
rules must be applied in this context as well. An important requirement in connection with the
content of the test is that it may contain only questions that are related to the filling of the
position, related to the professional competencies and preparedness of the candidate. It is
important that the duration of data processing can only be limited to the time of the job
application.

4. Case of a special data processing — The ‘CV register’

In practice, it is common for data controllers to keep the CVs in a separate register in order.
Purpose of this data processing is typically to contact the data subject in the event of a vacancy
in the future.*® It needs to be examined which of the legal bases in Article 6(1) of the GDPR
can ensure the lawfulness of this data processing. In my view, such processing may be based
on the consent of the data subject. In this case, the problem of volunteering explained above
does not exist because the data subject gives his consent for purpose to be contacted by the
controller in connection with the filling of the position and is not related to the application for
a specific position. There are two directions in which the consent can be obtained: (i) the consent
can be obtained by applying for a specific job application but not by him, but the controller
draws his attention to the possibility that, if he consents, the may be registered; (ii) the other
option is for the controller to maintain the possibility of submitting curricula vitae to the data
subjects on an ongoing basis, regardless of the vacancy, which can be solved using various
methods (e.g. an IT system set up for this purpose). With regard to the former, there is also a
position that in case of the failure of the job application, the legitimate interest of the data

47 Face-to-face interview does not necessarily mean direct physical presence, it can be realized e.g. via an electronic system
capable of transmitting a live image. As we write these lines, we are living in a time of a pandemic, which has also
resulted the online job interviews. Concerning online job interviews, new requirements arise from a data protection point
of view, e.g. the data controller must select a secure communication channel to conduct the interviews. There may be a
need to record job interviews, which in my opinion can only take place in extremely exceptional cases, as such data
processing is not necessary to achieve the basic purpose of the data processing. The legal basis for such processing may
be the legitimate interest of the controller, possibly a third party, the lawfulness of which must be substantiated by a test
of proportionality.

4 KLADIVOVA, T.. GDPR v podnicich a souvisejici poradenstvi. Diplomova prace. Brno 2019, p. 29
https://is.muni.cz/th/gmg63/Diplomova_prace_Tereza_Kladivova.pdf, (2020-12-28).
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controller may also justify further data processing.*® Given that the original purpose of data
processing is to fill a specific position, i.e. the processing of personal data in the context of a
specific job application, the primary legal basis for data processing other than the original
purpose, in accordance with Article 6(4) of the GDPR may be the consent of the data subject.

In both cases, the data controller needs to comply with the prior information obligation under
Articles 12 and 13 of the GDPR, especially given that one of the conditions for the validity of
the consent given by data subject is to be informed.

The data controller is also obliged to ensure that the personal data processed by him is
accurate and up-to-date.>® So, it means that the data controller must also strive to be accurate
when handling CVs. In this regard, the data controller should first specify a period of time for
which he wants to process data. There is a view that a period of between 6 months and 1 year
can be accepted as proportionate to the duration of the data processing.>* In my view, this would
be an extremely short period of time, so that, in addition to ensuring compliance with the
principles of timeliness and accuracy in other ways, the data processing can continue. The data
controller has a chance to remind the data subject at certain intervals, indicating the personal
data of the data subject and to provide the possibility to clarify, supplement or, at the request of
the data controller, delete the data or terminate the data processing. In this case, the data
processing may continue, and the withdrawal of the data subject's consent may be granted for
the duration of the data processing.

IV. SUMMARY

It can be stated that pre-employment data processing is a separate data process with an
independent purpose and means, which must be structured by the relevant data protection
regulations. In this context, the data controller must define in advance, precisely the entire
process of data processing. Within this, the controller must, following the principles of purpose
limitation and data minimization, specify the personal data that are necessary to achieve the
purpose of the data processing, i.e. to select the right person from among the applicants. This
also includes that the data controller has to determine exactly which data have to provide the
data subject, which is needed to carry out the selection procedure. The planning of the process
involves determining the exact course of the selection process, indicating the persons who are
entitled to know the personal data of the data subject and to make a decision based on them.

The controller must, following the principles of lawfulness, fairness, and purpose, identify
the additional data processes that he may wish to carry out during the selection procedure. In
this respect, the most common data process is the control of certain activities and manifestations
of the data subject on social media, which raises difficult issues regarding the protection of the
data subject's privacy and the definition of personal data necessary for the establishment of an
employment relationship.

In many cases, data controllers may request the provision of specific data, in particular
medical data (e.g. during a medical or psychological examination) or personal data relating to
the criminal history of the data subject, before the establishment of the employment
relationship. Such data can only be processed if there is an appropriate legal basis, the
alternatives of which have been described in the study.

An important requirement is that the data controller must inform the data subject about the
data processing and all related information before the data processing, which is required by

49 See: DAVID, J.: Jak by mé&l zaméstnavatel naloZit s osobnimi idaji netisp&inych, ale piesto potencidlng  zajimavych

uchazeéti o zaméstnani? Pravni prostor, https://www.pravniprostor.cz/clanky/ostatni-pravo/jak-by-mel-  zamestnavatel-
nalozit-s-osobnimi-udaji-neuspesnych-ale-presto-potencialne-zajimavych-uchazecu-o-zamestnani (2020- 12-28).

50 This obligation is laid down in Article 5(1)(d) of the GDPR.

51 ZULOVA, J. — SVEC, M.: GDPR a ochrana zaujmov zamestnanca. Bratislava: Friedrich Ebert Stiftung, 2018. 79. p.,
ISBN 978-80-89149-57-5.

https://doi.org/10.33542/S1C2021-1-01 16


https://doi.org/10.33542/SIC2021-1-01
https://www.pravniprostor.cz/clanky/ostatni-pravo/jak-by-mel-%09zamestnavatel-%09nalozit-s-osobnimi-udaji-neuspesnych-ale-presto-potencialne-zajimavych-uchazecu-o-zamestnani
https://www.pravniprostor.cz/clanky/ostatni-pravo/jak-by-mel-%09zamestnavatel-%09nalozit-s-osobnimi-udaji-neuspesnych-ale-presto-potencialne-zajimavych-uchazecu-o-zamestnani

STUDIA IURIDICA Cassoviensia ISSN 1339-3995, ro¢nik 9. 2021, &islo 1

Articles 13-14 of the GDPR. Data controllers may fulfil this obligation by providing
information on the processing in the published notice or by implementing it in such a way that
the data subject has the opportunity to know it before the processing.

It should also be emphasized that the data controller must determine the further fate of the
data processed during this process. It is common for data controllers to retain them to contact
the data subject to fill any position that may arise in the future. Given that the purpose of this
data processing is different from the original purpose, it is lawful if the data subject has given
his or her consent. In the absence of such consent, the data must be deleted and the data carriers
destroyed (possibly returned to the data subject), the procedural rules of which, in the context
of self-regulation, must be laid down by the controller and the data subject informed in advance.

Lastly, | note that, under Article 88 of the GDPR, the legislature has a chance to regulate
matters before the establishment of an employment relationship. As explained above, the
Hungarian law did not lay down special rules for the pre-employment procedure, but after the
GDPR became applicable, the § 10(1) of the Hungarian LC in general and several other
provisions (e.g. control of the employee, processing of biometric data, etc.) has been revised.
However, there is no information on whether the Hungarian legislator has complied with its
notification obligation to the European Commission under Article 88(3) of the GDPR. The
Hungarian legislator informed the European Commission about the provisions which were
applicable when GDPR became applicable, in respect of which the regulation requires
notification.>® In contrast, the Slovak and Czech legislators regulate pre-employment issues
with subtle modifications after the labour codes came into force. Notwithstanding, the Slovak®?
and Czech® legislators have also complied with their general notification obligation and have
notified the relevant legislation in force at the time of application of the GDPR.>®

Allin all, it can be stated that the complex application of itemized legal norms, which require
serious expertise, is required concerning data processing in the context of the procedure for the
establishment of an employment relationship. Although in the study I focused on the necessary
rules to be taken into account in this procedure, it is important to emphasize that in the case of
data processing that violates data protection regulations, as a result of a supervisory official
procedure, data controllers may even face severe administrative fines and other ways of
prosecution.
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