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ABSTRACT

This article deals with the issue of providing axd¢o telecommunications data in Poland
upon request made by authorized entities, the cand the prosecutor in particular. The
article outlines the obligations of telecommunioas entrepreneurs, indicates entities
authorized to request data access, specifies thpesof data to which access is provided and
their storage time. The article also discusses somezpretative doubts as well as problems
with the application of telecommunications law pscans related to data retention, possible
solutions to the existing problems are also suggest

ABSTRAKT

Clanok sa zaobera problematike poskytovania priskipelekomunikénym Gdajom v Pigku
na zaklade Ziadosti opravnenych osob, sdtprokuratora. V najvéSej miere sa zameriava
na analyzovanie povinnosti sukromnych telekomudnil)@h spoldnosti, rozobera okruh
subjektov opravnenych pozadoyaistup k jednotlivym datam, rovnako sa obgkimku za-
meriava aj na analyzu rozsahu udajov, ku ktorymen#®# umozneny pristup ako aj celkovu
dobu archivovania takychto Gdajoglanok sa taktiez venuje ajditym vykladovym nezrov-
nalostiam, rovnako aj problémom s aplikaciou tefekoika’ného zakona tykajuceho sa
uchovavania telekomunikaych Gdajov, pdom vclanku su obsiahnuté aj ¢ité navrhy na
rieSenie uz existujucich problémov v praxi.

INTRODUCTION

Under Polish law, the issues of providing accesdetecommunications data for the
purpose of pending court and prosecution procesdarg regulated by the criminal law
procedure (Article 218-218b of the Code of CrimiRabcedurd (the “CCP”) and by Article
179 and subsequent articles of the Telecommunitaticaw’ (the “TL"). The issue of
exercising surveillance over and recording telegheonversations, i.e. “interception” is
regulated in Chapter 26 of the CCP, titled “Sutaeite and recording conversations”
(Articles 237-242 of the CCP). CCP provisions sfyecases in which the surveillance and
recording of telephone conversations is permittedtities authorized to conduct the
surveillance and the methods of conducting it. Tavjsions specify the relevant obligations

The Act of 6 June 1997 — Code of Criminal Proceddournal of Laws 1997, No 89, item 555 as amg&nde

2 The Act of 16 July 2004 — Telecommunications Ldayrnal of Laws 2004, No 171, item 1800 as amended.
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of telecommunications entrepreneurs. In this atidhe issue of providing access to
telecommunications data is discussed only from utesvpoint of a telecommunications

entrepreneur as an entity obliged to store telecomations data and provide access to
them.

Pursuant to Article 218(1) of the CCP, telecommations entities are required to
surrender to the court or public prosecutor, upeguest included in their order, any data
referred to in Article 180c and 180d of the TL iick data are relevant to the pending
proceedings. This requirement refers to all teleoomcations entities regardless of their
legal form, entrepreneurial organisation, or owhgrsstructure, and especially of whether
they are private or public entities. Access to dgiecified in Article 180c and 180d of the TL
is provided on condition that such data are relewarthe pending proceedings. In practice,
the decision requiring access provision is basedhenassumption that the data may be
relevant to the proceedings. It is not possiblayéwer, to confirm the relevance until the
contents of such data have been revealed. Shoalddtrt or public prosecutor deem the
retained correspondence or transmissions irrelet@anthe proceedings, they should be
imm(}diately returned to the entity from which thegre obtained (Article 218(3) of the
CCPY.

1. OBLIGATIONS OF TELECOMMUNICATIONS ENTREPRENEURS

1. Obligations of telecommunications entrepreneeilated to the storage and retention of
telecommunications data are set out in Article 180dhe TL. Provisions of this Article
constitute national implementation of Directive BAY/EC of the European Parliament and
of the Council of 15 March 2006 on the retentiordafa generated or processed in connection
with the provision of publicly available electroneommunications services or of public
communications networks and amending Directive ZBR/EC' (“Directive 2006/58/EC”).
Data retention is especially intended to suppatdatection of crimes against defence, state
security, public order and of fiscal offences.

Pursuant to Article 180a(1) of the TL, public teleamunications network operators and
providers of publicly available telecommunicati@esvices are obliged, at their own expense,
to:

1) retain and store data referred to in Article 180t tbe TL, generated in a
telecommunications network or processed by thatatpeor provider within the territory of
the Republic of Poland, for a period of 12 monttwrf the date on which a communication
was successfully or unsuccessfully established anthe end of this period, to destroy the
data except those that have been accessed andvpresader separate provisions;

2) provide access to data referred to in item (1)uih@rized entities in accordance with the
rules set out by separate provisions;

3) protect data referred to in item (1) against acdialeor unlawful destruction, loss or
alteration, or unauthorized or unlawful storag®gceissing, access or disclosure.

“Data retention”, a term used in Article 180a(1f) the TL, is not defined in the
Telecommunications Law. The term corresponds, heweio the official translation of
Directive 2002/58/EC. The obligation referred tAirticle 180a(1) covers the data necessary
to: 1) trace the network termination point, teleconmications terminal equipment and the
end-user originating the call and to whom the isathade; 2) identify: a) the date and time of
a call and its duration; b) type of a call; c) lbea of telecommunications terminal equipment

® P. HOFMANSKI, E. SADZIK, K. ZGRYZEK, Kodeks pogpowania karnego. Komentarz [The Code of
Criminal Procedure. Commentsyol. |, Warsaw 2011, 1233.
4 Official Journal of the European Union, L 105, Agil 2006.
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used in public mobile communications network, whgehtains both to successful and failed
connections (Article 180c of the TL). This refecsdata generated in a telecommunications
network or processed by that operator or providghiw the territory of the Republic of
Poland. Pursuant to Article 180a(1)(1) of the TLisinot necessary to retain and record data
concerning failed connections. This regulationndine with Article 161 of the TL which
only allows to record and store data which refea farticular service or are necessary for the
service to be performed. Telecommunications engregurs do not record nor process data
concerning failed connections.

Public telecommunications network operators andvigdess of publicly available
telecommunications services are obliged to proadeess to data referred to in Article
180(1)(1) of the TL to authorized entities as wadlto the courts and public prosecutor. The
procedure for making such data available to thets@and the public prosecutor is outlined in
the Code of Criminal Procedure (Article 180a(1)()the TL). As far as the remaining
entities are concerned, the relevant procedurescaered by separate provisions.

Pursuant to Article 180a(1)(2), telecommunicati@msrepreneurs are obliged, at their own
expense, to provide access to the data referriedAdicle 180c of the TL to the court and the
public prosecutor. Thus, retained data is to be emadailable at a telecommunications
entrepreneur’s “own expense”. Making such datalabls by submitting itemized bills of
performed telecommunications services to the courpublic prosecutor is done free of
charge. It is worth pointing out as well that Alei218(1) of the CCP does not contain any
reference to Article 180a of the TL. The only refece to the costs borne by
telecommunications entrepreneurs is made in thprélzsions.

Public telecommunications network operators and providefs publicly available
telecommunications services are obliged to pratata referred to in Article 180(1)(1) of the
TL against accidental or unlawful destruction, lossalteration, or unauthorized or unlawful
storage, processing, access or disclosure. Thesbatdd be protected in accordance with the
provisions of Articles 159-175 of the TL referribg telecommunications confidentiality and
end users data (Part VIl of the TL) as well as with provisions of Article 180e thereof.
Pursuant to Article 180e of the TL, telecommunimasi entrepreneurs are obliged to adopt
appropriate technical and organizational measuwesnsure data protection referred to in
Article 180a(1)(3) of the TL and provide accessuch data only to authorized employees.

2. The obligation referred to in Article 180a(1)tbé TL is deemed fulfilled if an operator
of a public telecommunications network or a providef publicly available
telecommunications services, upon ceasing theiinbss activity, submit the data to be
stored, made available and protected by anotheratypeof a public telecommunications
network or a provider of publicly available telecommications services (Article 180a(2) of
the TL). The data may be used as important evideanceminal proceedings, which is why it
should continue to be retained by the operatorediog the one whose business ceased to
operate. Operators of a public telecommunicatioesvork and providers of publicly
available telecommunications services ceasing &vaip their business are not automatically
released from the obligation to store and provideess to telecommunications data. This
obligation becomes ineffective only after the dasave been submitted to be stored, made
available and protected by another operator of laipuelecommunications network or a
provider of publicly available telecommunicationsngces. Another operator of a public
telecommunications network or a provider of pulplialzailable telecommunications services
must of course agree to receive such data. A retesantract should be signed. The only
exception refers to a situation when an operata pfiblic telecommunications network or a
provider of publicly available telecommunicatiorensces are declared bankrupt. Operators
or providers who have been declared bankrupt aligeabto submit the data referred to in
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Article 180a(1) of the TL to be stored, made avddaand protected by the President of UKE
(Office of Electronic Communications).

The obligation referred to in Article 180a(1) ¢fet TL should be fulfilled in a manner
which does not lead to the disclosure of telecomoations messages (Article 180a(6) of the
TL). An operator of a public telecommunicationswatk or a provider of publicly available
telecommunications services are obliged to adoptagpiate technical and organizational
measures enabling them to fulfil this obligatiohieh means they have to protect such data
against unauthorized access.

Unless otherwise provided for in separate provisi@tcess to data referred to in Article
180c of the TL, generated in a telecommunicaticgtsvark or processed by that operator or
provider within the territory of the Republic of IBod, may be provided by means of a
telecommunications network (Article 180a(7) of tAd). This provision allows the
submission of data referred to therein by mearteleEommunications networks. Other ways
of submitting data may be provided for in sepapaitevisions.

2. JOINT PERFORMANCE OF THE OBLIGATION TO STORE AND PROVIDE
ACCESS TO TELECOMMUNICATIONS DATA

1. Pursuant to Article 180b(1) of the TL, the ohtign to store and provide access to
telecommunications data may be performed jointlytwp or more operators of public
telecommunications networks or providers of pullebailable telecommunications services.
As stated in Article 180b(2) of the TL, an operatba public telecommunications network or
a provider of publicly available telecommunicatiosgrvices may authorize another
telecommunications entrepreneur to perform thegabibn to store and provide access to
telecommunications data on their behalf. Howeveis tuthorization does not release the
authorizing operator or provider from performingstbbligation.

The scope of cooperation referred to in Article @) of the TL may cover all activities
connected with the performance of the above meatioabligation, i.e. data retention,
storage, access provision and protection. The catipe may only be started upon prior
consent of the entities authorized to obtain actesslecommunications data. The terms and
conditions of such cooperation as well as its sapmaild be set out in a contract concluded
between the entrepreneurs.

Pursuant to Article 180b(2) of the TL, entitieskaarized to perform the obligation to store
and provide access to telecommunications data dalbef another entity may receive
remuneration. Entities authorized to perform thevabmentioned obligations should be
granted all authorizations to process personal teartsmission data necessary to perform
retention obligations. The entrepreneur wishingatgthorize another entity to perform
retention obligations on its behalf does not haveltain a consent to do so from the entities
authorized to obtain access to the retained datarom the subscribers.

3. THE CATEGORIES AND SCOPE OF DATA TO WHICH ACCESS CAN BE
GRANTED

1. The categories and scope of data to which aczesbe granted are regulated by the TL
provisions and further elaborated upon in the Ragn of the Minister of Infrastructure of
28 December 2009 on the detailed specification @tadand types of public
telecommunications network operators or providénsublicly available telecommunications
services obliged to retain and store such data. Régulation was passed on the basis of
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Article 180c(2) of the TL. 5 The Regulation of P&cember 2009 specifies the division of
retention related responsibilities between entmegues providing services to call originators
and entrepreneurs handling call reception. In thgard, each telecommunication entity is
required to retain data generated in its own ndivaw well as data concerning the called
party indicated by the user of its own servicesled@mmunication entrepreneurs should
jointly retain all data required by the TL and tRegulation. The provisions of both TL and
the above mentioned Regulation implement the pravssset out in Article 5 of Directive
2002/58/EC.

Article 180c(1) of the TL, referred to in Artic18(1) of the CCP, specifies the scope of
data covered by retention obligations. In practieggntion obligations pertain to four types of
activities: data retention, storage, access prawiand protection. Pursuant to Article 180c(1)
of the TL, access must be provided to data thahecessary to:

1) trace the network termination point, telecommeahons terminal equipment and the end-
user: a) originating the call, b) to whom the tainade;

2) identify: a) the date and time of a call anddtsation; b) type of a call; c) location of
telecommunications terminal equipment used in dipuofobile communications network.

Data belonging to the first category will vary degimg on the type of network, i.e. fixed or
mobile network. As regards services provided withirfixed public telecommunications
network, data covered by retention obligationsudet network termination point number of
the subscriber originating a call and the one t@mwtlihe call is made, name and address of
both subscribers. As regards services providedinvighmobile public telecommunications
network, retention obligations refer to the MSISDNmber, name and address of both
subscribers, if such data were made available;sufdS1 number, the first 14 digits of the
IMEI number (a unique number to identify mobile @eg) or the ESN number (a unique
number of devices operating within the CDMA netwoik the case of pre-paid services, the
obligation also refers to the date and time ofithigal activation of the service to a mobile
public telecommunications networks according toalotme and the location label from
which the service was activated (BTS). In the a#ddaternet access services, Internet e-mail
and Internet telephony the following categorieslatfa are to be retained: user ID, the calling
telephone number for dial-up access (using a giamodem), user ID and the number
assigned to the end user originating a call toldiptelecommunications network, IP address,
name and address of the end user to whom an IRsdras assigned during a call, and user
ID or a number assigned to this user in Internkgpteony, the identification of the digital
subscriber line (DSL) or other end point of thegorator of the communication, network port
number or MAC address of terminal equipment. In ¢hse of Internet e-mail and Internet
telephony the called subscriber’s data are limitethe assigned Internet telephony number or
name and address of a registered end user of &ttermail and Internet telephony services as
well as the ID of this user6.

The second category of data to be retained inclubesdate, time and duration of a
communication. Thus, both in fixed and mobile nekgahe following data is identified: date
and time of an unsuccessful call attempt or thet atad end of a communication (according to
local time), as well as the duration of the commaton with the accuracy to 1 second. In the
case of Internet access services, the date anddirnige log-in and log-off of the Internet
access service together with the IP address, whelyreamic or static, allocated by the
Internet access service provider to a communicato the user ID of the subscriber or
registered user. In the case of Internet e-mail latainet telephony services, the date and

> Journal of Laws 2009 No 226, item 1828 .
® S. PATEK, Prawo telekomunikacyjne. Komentarz [Telecominations Law. Comments], Warsaw 2013,
1096-1097.
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time of the log-in and log-off of the Internet edimservice or Internet telephony service,
according to local time. This category entails datiated to the type of communication as
well. For fixed and mobile network services theetygf service used is identified (e.g. voice
calls, short text messaging and multi-media sesyicén the case of Internet e-mail
and Internet telephony services, the type of serwsed is identified together with the
network port number. Finally, this category incladkata necessary to identify the location of
terminal equipment. As regards fixed networks, tuodress of terminal equipment is
identified. As regards mobile networks, BTS antelih#s identified at the start of or during a
communication, as well as the geographic coordmafethe BTS within the coverage of
which terminal equipment was located and the azimihie beam and the operating range of
the BTS antenna. For devices located outside thgoty of Poland, mobile country code
(MCC) and mobile network code (MNC) are determif@dboth the source and destination
of a communication. It must be pointed out thatada¢cessary to identify the location of
mobile equipment are to be retained only at thg sfathe communication. Data identifying
the geographic location of cells by reference trtlocation labels are to be stored during the
whole period for which retained data are storedaiReng location related data throughout the
ongoing call is not permissible?.

4. AUTHORIZED ENTITIES

1. Entities authorized to obtain access to telecamaoations data are specified in Article
180d of the TL in connection with Article 179(3)(4) and (3)(2) thereof. Authorized entities
include: a) courts; b) public prosecutor’s offieg;the Police; d) the Border Guard; €) the
National Security Agency; f) the Military Countetitligence Service; g) the Military
Gendarmerie; h) the Central Anti-Corruption Bureduithe Customs Service; j) fiscal
intelligence. Apart from courts and prosecutor'dicefs, in Poland there are 9 entities
authorized to obtain access to telecommunicatiate. d

5. PERIODS OF RETENTION AND ACCESS TO TELECOMMUNIC ATIONS DATA

1. The period for which telecommunications datausthde retained and made available to
authorized entities upon their request is specifidthie Telecommunications Law. Pursuant to
Article 180a of the TL, public telecommunicationstwork operators and providers of
publicly available telecommunications services@bkged to retain and store data referred to
in Article 180c of the TL, generated in a teleconmications network or processed by that
operator or provider within the territory of the gRiblic of Poland, for a period of 12 months
from the date on which a communication was sucaégsir unsuccessfully established.

The twelve-month data retention period adoptedalam is the result of the amendment
to the Telecommunications Law of 16 November 2@Ll@nder this amendment, which came
into effect on 21 January 2013, the provisions dfcfe 180a(1)(1) of the TL were changed
and the retention period for data specified in &etil80c(1) of the TL for the authorized
public bodies was shortened from 24 to 12 montbis fthe date on which a communication
was successfully or unsuccessfully established.t\Wranpted the change was the fact that
the two-year retention period used to be questidnethe bodies responsible for protecting
citizens’ rights and in the literature9.

S. PATEK, Prawo telekomunikacyjne..., 1097-1098.

Journal of Laws 2012, item 1445.

See M. WACH, Zatrzymywanie danych telekomunikaggmprzez dwa lata w celach 4#j nieokrélonych

a prawo do prywatrigi [Retaining telecommunications data for two yeasthout specifying the reason
versus privacy rights], Radca Prawny Dodatek nayk®®i 1, No 115-116, 22
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Pursuant to Article 180a(1)(1) of the TL, retaineElecommunications data must be
destroyed immediately upon expiry of the twelve-thoperiod, except those data that have
been accessed and preserved under separate pmevi§lestruction of data means their
permanent deletion from the telecommunicationsepnéneur’s databases. Data must be
deleted irreversibly, only then can this obligatioe deemed fulfilled. It is not enough to
transfer the data from the database covered bwtrateobligations to another database.
Having fulfilled the obligation to destroy the regted data, the entrepreneur should be unable
to recover the data by means of ordinary technoddgineasures used for the conduct of
telecommunications activities10.

2. Current regulations concerning the duration afadretention period raise numerous
doubts as to their practical interpretation. On @waed, Article 180a(1)(1) provides for a
twelve-month retention period, but on the othegr¢hare some other Articles in the TL which
provide for retention periods longer than 12 morfthsicle 164, 165 and 168). The scope of
data to be retained under separate provisions chmarrower than the scope of data covered
by retention obligations, and it mainly refers trfprmed telecommunications services and
their settlement. For example, data retention perexceeding 12 months from their
registration is provided for in Article 168(2) dfe TL. Pursuant to this Article, a provider of
publicly available telecommunications services Idiged to store the data concerning the
performed telecommunications services for at l&2stnonths within the scope which allows
it to determine the amount due for performing thesevices as well as to investigate a
complaint, and in the event of a complaint beingdfi for the time necessary to resolve a
dispute. In view of the current legislation, it seethat the only acceptable interpretation is
the one which permits data retention periods bgct@hmunications entrepreneurs exceeding
12 months, but only in specific cases clearly dadfinby the provisions of the
Telecommunications Law and, what is crucial, onty purposes defined by the said
provisions. As regards Article 168 of the TL, foraenple, for the purpose of complaint
handling procedures. As stated in Article 180a(jl)data retained for the purpose of criminal
proceedings, upon court’s or prosecutor's reqeastonly be stored for up to 12 months.

6. INFORMATION SUBMITTED TO THE PRESIDENT OF UKE

1. Pursuant to Article 180g(1) of the TL, by 3hdJary telecommunications entrepreneurs
are obliged to submit to the President of UKE poasiyear information concerning:

1) total number of cases in which telecommunicaticais gvere made available to authorized
entities, the Customs Service, the court and theqmutor;

2) time that elapsed between the date of data reteatid the date of submitting a written or
oral request for access to such data by an eefigyred to in item 1;

3) total number of cases in which a written or oragjuest referred to in item 2 could not be
satisfied.

The information is then submitted to the Europeam@ission by the President of UKE
(Article 180g(2) of the TL) on an annual basis. Th@nner in which this obligation should be
fulfilled was specified in the Regulation of the Miter of Infrastructure of 30 December
2009 on the form template to be used by telecomeations entrepreneurs for the submission
of data access related information to the Presidehtthe Office of Electronic
Communications11. Under the said Regulation, then fiemplate for the submission of data
is laid out. Telecommunications entrepreneurs stulmidormation concerning all cases in
which telecommunications data were made availalglgardless of the scope of requested

103, PATEK, Prawo telekomunikacyjne..., 1091.
' Journal of Laws 2010, No 3, item 15.
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data. Data concerning the time that elapsed betWeedate of data retention and the date of
submitting a written or oral request for accessuch data are rounded off upwards to 1
month.

Telecommunications entrepreneurs may authorizeothan telecommunications
entrepreneur to submit the above mentioned infaomab the President of UKE on their
behalf. In order to do so both parties must corela authorisation contract. In this case, the
entrepreneur submitting information to the PresidehUKE may submit its own and the
authorizing party’s information in a joint form. iBhauthorization does not release the
authorizing party from the responsibility for therfpormance of this obligation (Article
180g(4) of the TL).

7. LEGAL CONSEQUENCES OF THE JUDGMENT PASSED ON 8APRIL 2014 BY
THE COURT OF JUSTICE OF THE EUROPEAN UNION IN JOINE D CASES
C-293/12 AND C-594/12

1. In passing its judgment of 8 April 2014 in Jain€ases C-293/12 and C-594/12, the
Court of Justice of the European Union annulledefiive 2006/24/EC of the European
Parliament and the Council of 15 March 2006 onrétention of data generated or processed
in connection with the provision of publicly avdila electronic communications services or
of public communications networks and amending &ive 2002/58/EC12.

The annulled by judgment of 8 April 2014 of theu@toof Justice of the European Union
Directive 2006/24/EC was implemented into the Poll®lecommunications Law, hence a
guestion arises as to whether telecommunicatiotreeneurs and authorized entities such
as the prosecutor's offices and courts should moatio comply with the relevant provisions
of the Telecommunications Law relating to datanmet®. These provisions have not yet been
changed by the Polish lawmakers following the judgtrof the Court of Justice. Neither have
they been repealed by the Polish Constitutiondduiral ruling.

In this situation, telecommunications entrepresaesitould adhere to national regulations
until they have been repealed or amended by thendékers directly or following the
judgment of the Polish Constitutional Tribunal. @beng the provisions will be necessary if a
new data retention directive is passed. Meanwtlaldherence to the provisions of the
Telecommunications Law does not generate any setegal risks for telecommunications
entrepreneurs with regard to the analyzed situatibelecommunications entrepreneurs
attempting to come up with their own interpretatioh the Telecommunications Law
provisions with reference to the judgment delivebgdthe Court of Justice of the European
Union, by refusing to comply with the Telecommunicas Law provisions concerning data
retention in particular, could face penalties or bemoved from the register of
telecommunications entrepreneurs.
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